4 



Patent 

Attorney's Docket No. 011350-321 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of 

Kotaro KANEKO 

Application No.: Unassigned 

Filed: August 26, 2003 

For: CONTROLLING COMPUTER 
PROGRAM, CONTROLLING 
APPARATUS, AND CONTROLLING 
METHOD FOR DETECTING 
INFECTION BY COMPUTER VIRUS 



Group Art Unit: Unassigned 
Examiner: Unassigned 
Confirmation No.: Unassigned 



CLAIM FOR CONVENTIO N PRIORITY 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, VA 22313-1450 

Sir: 

The benefit of the filing date of the following prior foreign application in the following 
foreign country is hereby requested, and the right of priority provided in 35 U.S.C. § 119 is hereby 
claimed: 



Japan Patent Application No. 2003-092415 
Filed: March 28, 2003 



In support of this claim, enclosed is a certified copy of said prior foreign application. Said 
prior foreign application was referred to in the oath or declaration. Acknowledgment of receipt of 
the certified copy is requested. 



Date: August 26. 2003 




Registration No. 22,124 

P.O. Box 1404 

Alexandria, Virginia 22313-1404 
(703) 836-6620 



(05/03) 



ei ^ m ft ft /f 

JAPAN PATENT OFFICE 



This is to certify that the annexed is a true copy of the following application as filed 
with this Office 

m m * m 0 

Date of Application: 2 0 0 3^ 3|2 8 H 

m m # # 

Application Number: ^jgg 2003-092415 

[ ST.10/C ]: [J P 2003-092415] 

m m a 

Applicants): ^ y ;l/ # ^^^^± 



2003¥ 4^150 



# Jt ; « -g- 

Commissioner, 
Japan Patent Office 




£BII# 2003-3027024 



#2 003-092415 



[ft*] 

[ft*3ttt*fM 
[MA] 

[ft*3Ui*fM 

[ft*Xli*^l 

[ft*3U±*^] 
[SftLfefSJIAJ 



AK05412 

spj&15i£ 3£28B 
G06F 12/14 
5 

^^SP^IEiKH— TB l 6#2 9f AM?** tfc 

000006079 
100072349 



Am 

03-3230-4766 
100102912 

100110995 

mm 

100111464 



1 



ffil£# 2003-3027024 



#2003-0924 1 5 
[»J##] 100114649 

mmmm 100124615 

[M£"fc5##] 001719 

21.000R 

««« 1 
0®, 1 



2 



mil#2 003-3027024 



#2 003-092415 

mmm 

m& & mmfflfflmn-tffflffi ? z> mm&mmm iz wm 2 -£ & ^ws & n > tr 3- - 
mmfflfflmmz&&ft3^<Dmm(DMmitm.m-tz>%£u^&.£.. 

[0 0 0 1] 

*mwi$. wm-?u>f : yi±&&T$n'®mmzm^. #(c ziy^=L-*v>oi 
* <d mm z &tu -t z> mm -t n ^ ^ a & & xjwmmm. \z m -t z> = 

[0 0 0 2] 



1 



2003-3027024 



#2003—092415 



[0 0 0 3] 

tc £ * «, *5^D^7 A ©iE«^©tt^ft# * Ac liHSffifrfe & IB* L T *3 £ 
[0 0 0 4] 

j£¥T*li, #>fflfBJ3(3Ztfjft3g (MFP : Multi-Function Peripheral) & 

if <Dmmmm,mm & mm tst * ©»pigfi tit, mjgjft$sff * js s 
mmm^mm & nature * * 0>iw«rss# n>n°n-^^-r;i/^ tc^f s s -e 

[0 0 0 5] 

Lfrbfc#e>. ^©^ffiii, tfx^raK, jsc*©^, *^^-;i/co^ 

[0 0 0 6] 



2 



m$E# 2003-3027024 



#2 003-092415 

[0 0 0 7] 

[0 0 0 8] 

W9 - 1 7 1 4 6 0 
[»»Att2] 

#^i 1-16151 i^&m 

[0 0 0 9] 
[0 0 10] 

fla & # K£ s *i t v > s is m i c as v % t 3 > tr a. - * # >f ^ * © ii ss © tfcfci £ * m 
^mn^ ^r=.^zmLr^mm^u ^ ^^mmmu^um-t ^> ^. tx$y^ 

[0011] 

[^jS&8?& , t<5£#>tf)3Mi&] 
[0 0 12] 



3 



2003-3027024 



#2003—092415 

[0 0 13] 

[0 0 14] 

[0 0 15] 

jli & 3 > t? n - # tCHff $ it 3 . 
[0 0 16] 

(5) xftwofflfflmmiz. s««i«6*ic*«*»^©afffliKS:ist 

[0 0 17] 
[5§0BCDHyfetf>7M] 

[0 0 18] 
[0 0 19] 

H 1 tC^-T^^ h^-^X^-Mi, #mtgMjam#l (MFP : Multi-Functi 
on Peripheral) 1005:^1X^-5. MFP1 OOit Witt LTafg-T 

«n>tra.-*200ii, z.(Dny\±=i- % 200 ic>r-^> 500 zfrhxm 



4 



2003-3027024 



#2003-092415 

&S4xatt^«3 o o t^&ff^nt^s. 

[0 0 2 0] 

ny\±=L-9 2 o Ott, fcfcAtf, A/ n>tr a-**s>r;-$r 

^t— 5/3 >T*&£o #*U<«U 3>fc;rL-# 2 0 0 \Z\%. ft>M<?)*'<l'—r- 
jyfVTs^l* (OS) ^«S4XT«»;, «¥«83 0 0 fcR-OttfltrtJCrt* 
StlT^S. -tfcfc-b, 3>tfa-^ 2 0 0H I?13 0 0 &£<Z>MM£J&& 
g % WP^T S tc & fcffijfctfRJfe $ tiT V^ £ % © -5 o 
[0 0 2 1 ] 

MP F l o o *m&irz>ny\Z=L-z 200H * y h 6 o o 

FDD I^tf>£f&tCJ:£ L AN^ L ANB±^fflit«bfeWAN^^ 

*y bv-V 6 o otcS«isatb*»«©g«fe«fc^«i±, Elite 

[0 0 2 2] 

MFP10011 ^¥#fgtC*n^T, *y 6 0 0 &^L/-C^©«», 

fcfc*.li*^>f T> b4 0 O^&gf bfe^-*S:«^«3 0 O^TOI^S*^ 

e>*y hcr-^^u >^hbT©«iiiS:^-rSo tfe, mfpiooh m^m 

tiiitf^7^7> h4 0 0\zmm-*Z>£^?*v b V- + 
[0 0 2 3] 

®2l±. Hi ic^$ti^=r>tfrL-^ 2 o 0©W5:^tyn>^@t'fe5o 
®2tc^1-J:e)iC, 3>fcf:x-# 2 0 Ott, iS«^#©1WllfiJ:tf#a?Rilt«ia 
&f?3CPU2 0 1, ^O^7^f-^S:tSit5fe«i)©ROM2 0 2, f^H 
«c£ ur-^WJc^ny^A^T 5 -* &ga«i-&fe«b©RAM2 0 3, 

4, LAN*- Kfc£©*y Htf-^-f >*7*-* 2 0 5, 33 J: O 5 ^* 3 0 

ocn-#;i/*lrti"<6fctf><z>n-:*j;W >^7i-^ 2 0 6 rtikteM 



ffiSEff 2003-302702 4 



#2003—0924 15 

#£if UiR*j-f S£#><2^* 2 0 7 £^LT*B5Xg^£*lTV^ 0 
[0 0 2 4] 

[0 0 2 5] 
[0 0 2 6] 

ts^Wic^-r^ny^H-e&s. rn&c^n^AH;, cpu20 itckot 

[0 0 2 7] 

> h n> hn-;i/gp 2 3 0 ic^gristis.' 

[0 0 2 8] 
[0 0 2 9] 

> bn> hn-;i^i5 2 3 o tf^i/-^ y>f 1/7^2*2 l o 

T, MF P 1 0 0A©#^3^fflflM!^ny7AT'$)§ = 
[0 0 3 0] 

ftictt, ^^;^^^t>^n^A2 2 otctt, r\>ry h^E-^ 2 2 1, 77 



6 



tfJ3E4# 2003-3027024 



#2003-0924 1 5 

>f 2 2 2, »D^7A»^t>2 2 3, 13 £ * V iZ - Ptti 

QcDA^* -# £1^^1819^:7 7 -Ol' 2 2 5 il, f-^f^-^24 0£#lgtt 
e>*lTV^ 0 ^-^^-7.2 4 OtCti, ^-T^^T-f ;i/U * h 2 4 1 £J:tfjSB 
i^D^A^I'n h 2 4 2^f i -^;i/^T*ia'llStlTVNSo * 
s «k ^ic^ie&t-*-* 7r-r ;i/^^n ^A?7>f ;l/£|5!li£t-3£#>©Bglt:7* 
;^#*2 2 6 tfjasstirv^. 

[0 0 3 1 ] 

A^ry h^E-# 2 2 1 It &7&-t&rt>ry h^x<y * J3J:tf#- h^xy?£ 

n^tr^-* 2 o ofribftB^<Dmm<Dmmi>mm>2tix. uy¥=L-*2 o o 

[0 0 3 2] 

#2 2 6ft}CPI!t£*l£o 
[0 0 3 3] 

iagfr^n^^A^X^r-V> 2 2 3tt, 3>tfa-^ 2 0 0rtt'CPU201 
^ACD&frT% j£3i&^a ^5A«»U * h 2 4 2 {c^£ tit v^v^n ^9 A 

lt7^;i/^2 2 6 Wtcpgii^ti^c 

[0 0 3 4] 

;* >yiZ-^ffi;fr2 2 4 l±, =r>H°J.-^ 2 0 0 X*<D n > fcf =l - # -Y <DI& 



ffl$E# 2003-3027024 



#2003—092415 

[0 0 3 5] 

£31fr^a^A^«U*-Y> 2 2 3 T?©«3«H«:W£**fcfc©flMt*»* *DSB 
|gg77>f^2 2 5 {C-g-^tlTVN^> 0 
[0 0 3 6] 

7 7>f;i/n h 2 4 1 fcfc, MF P 1 0 0 &1Wfflr"tSfe«)JCA- K-^-f 2 0 

*lTV*T=&J:V^ 7 T >f to U X h 2 4 ltt, 7 7 -f * -V >SP 2 2 2 <Z)#t3lT* 
[0 0 3 7] 

— j|B»jyn^^AWJ X h 2 4 2tt, MF P 1 0 0 &i»tSfei?)ICi 

lfr£;ft#£#yo^Atf)-JgT'&So ®i7°n^^I'Jxh 2 4 2ij:, & 

|7n^A»^r^^2 2 3®MST*#mStlSo j8l>^D^Af»*U 
Xh 2 4 2{C&, ^D^^Ui (#7ny7^o^!7 7-f;KD^) 33 

x (#7°n^7A©^T77>f;i/0*>fX) iz-D^x(Dmn^tnx^^x%^ 

[0 0 3 8] 

fcfc, 77^;i/'J7b24 lfiJ:tfig»7"Dy7A*IU^h24 2 tt, MF 
P 1 0 0&H©ffi^trf&C^*bfS!5i£*U A- FxV **fctCfBHt£4xT^S. 
[0 0 3 9] 

tfn.-* 2 0 OicfcS^SlCoVNT^-tSo @4^ < ktFII5©7D-f^-b 
tc^S4x*r;b JUXAtt, 3>b?n-# 2 0 0©^- FtV7^ 2 0 4 icib« 
StiTfeU, CPU2 0 1CJ;otllfjSn5. 



8 



ffifl# 2003-3027024 



#2003-0924 15 

[0 0 4 0] 

fcfc, ny\£=L-Z 2 o 0icJ:£#i3l&, /^yb=E-^©ftli:', 77>f;i/ 

®5{c^£;ft£7a-^Y- KO^ff^S lOl^^f^H 2 
mftrtTv h^— *©»a»c*fJEU XtV^S 113 frhTsT-VlS 119* 
«ll^7 7 >f t > <fc tfSi^n y 7 i. * ^ >©MICf Ji5 1 

[0 0 4 1 ] 

t-r, A^y h^rL#<7^3iicov^M-r£= n>tfn-*2oo 

-5 Uf^SlOl). -jRlC 3>tfrt-^ 2 0 0^&©ilMli, ^fb 

l/*fcJ:tfiaHB7cI PT Fl/*#-£**i<S I P ^ y fe«fctf5B$fcjJ<- h 

f^SlOl T*Wu #/^y McSttS^ftl PTK^iffiSnS. 
[0 0 4 2] 

02 : YES) , TsT-VZfS 10 1 iC|ot, A^T y h ©EfctfWffS *l£ . - 

0 2 : NO) , ^gp/\©il^T*S>Si: LX. Xf>^S 1 0 3 /\5Itf. 
[0 0 4 3] 

i^v%T, xf-y^S l o 4 cktfx-ry^S l 0 5 {C^3*i3rf<- h^x*y * 



9 



ffi$E#2 003-3027024 



#2003-092415 

pu2 o i0ji^#flK&£-££fi£itt-3£&T*&£o jk-u yf&mtfmz 

igjftLTV^SS^tCtt (*7^y^S 1 0 3 : YE S) , *tV7S 1 0 4 /\Jt* 
[0 0 4 4] 

o 

[0 0 4 5] 

%(Z>T*&»J, HTTPt-M0li0i^Ctt8 0#£&>J, FTPf-M 
0>it#©^§-£iC&2 1#£:&£„ 
[0 0 4 6] 

1&V*T, SYN_SEND©»««KSS*lS Uf^l0 5) . 3Z1T% S 
YN_SENDtH TCP/IP^D h 3/l/JC h T 3 > fcTa - * 2 0 0 

>ry hfcfcn^tfJi-S) fiDa£^tCi: ; fe«:oT^t5S^Jfi%*l*i*S. SYN 
_SEND(DWt H^©lji^i©I^ICj:otfl^5. SYN — SEN 

IilCffot4i:S SYN_SEND0»*<iasnS. 
[0 0 4 7] 

8fcV%T> fllSgStlfeS YN_S END^-l§i7*»4L/T^5»S:^l MUZ 
Jt«!"rs" Uff^SlOB) o S YN_S ENDtf-B#MT*3§£LT^5$(tf 
*1 TV***&lCtt U^V^S 1 0 6 : YE S) , n^tfn.-* 2 

0 0T?<O3>tTa-* <?-f 3 *U tit§Xf>y^S 1 1 5# 



ftliEff 2003-3027024 



#2003—092415 

gt$ft<5„ — S YN_S END^- B£|(rJ"e#8£bTVN£8:#3gl mmmt<d 
Wf&lZlt Uf»;^S106:NO) , r©^*T'ii, 3 > fcfa.- * ;i/*(Z> 

[0 0 4 8] 

i^AKD^T-Vf S 1 0 4~Xf 10 6 IZBZtlZtf- V (DWSM. 

[0 0 4 9 ] 

^^fe^-^iCfe, S YN_S ENDtt£C<5. * ^ "5 ^jffi 

^tts^'WwscT?, s yn_s en D<D^mtfstmw-Bk< mm-f 

So 

[0 0 5 0] 

n>tfn-^^-f;i/^{C^Lfe#-^JCtt, SYN_SEND^Hi«L 
[0 0 5 1] 

mm * mm -t z r~ #> ic usjt s n x & *; , 3. - if &c j; § if ^ <z> a 
t:a-^AiKsw»; h &*iffi- *rMT>h4o 

LT^St!t#it?AnUfcV^ Ife^oT, S Y N_S E N D<Z)ifcSC£g Ut, 3>fcf 
=r - * y >f ;i/ ^ od^©^ gm-t £ ifc^TfSS. 



2003-3027024 



#2003—0924 15 

[0 0 5 2] 

U>^ra*^^»ift^"CV^*V^*•^ Uf*y^S103 : NO) ^ SYN_ 
S E N D©»3ij«1 1 MfKTTf *5i^lCli (X^y^S 1 0 6 : NO) , X^ 

v rf s l o 7 izmtio 

[0 0 5 3] 

oT=bJ:VN) TffeS^^WTStlS Uf^Sl07) . fcfc, 

#fcfc**J£<Z>*6ft#- hT'^VN^JCli (X5^y 10 7: NO) , 

4t£©*B5fc3tf- h (X-r^S 1 0 7 : YE S) , S£f93*lfc,* 

/ry htf)i££ifc;L£ (X^y^S 1 0 8) „ ^©^ftjtf- h#-S§-£ 

h©afli©*«*«K«s*i*. -rfca^, #*»ra&fc urates*. 

[0 0 5 4] 

(^f>y^S 109 : YES) , 3> If a- # 2 0 0 3^3> tTa- * 9>f ^XlC 

icfrfrfcb-f, jK- h^-aty (x^y 1 l 0~^fy^S 112) 

S 1 0 9 : NO) , Xf^^S 10 1 ©J&SIICMS. Xf-y^S 110 — 

Xf7^S 1 1 2 cDaK— h^-xy *©#&3Itt, ±}£b£X7^y 7°S 1 0 4~Xf 

- y ys i o 6 (Dmmtmmx&znx*. nh^wLmzmfe-tz. 



miiE# 2003-3027024 



#2003—092415 

[0 0 5 5] 
[0 0 5 6] 

*mfa<Z>J&teX'lZ, ziy\£a.-Z2 0 OlCjc£^gP^<Z)jI'fgtf>MS£S£^£ 
■%mhl>T, tf-h^xy* Uf»;^S10 4~Xf»^S10 6, 

r-^sii o~x^y :/s 112 £#flg) ii, W>y h^xy * (*-r>y:/s 

10 7~^f^S10 9) ©^fcJBV^TV^. jK- h x y ? T* », #5£<Z> 
[0 0 5 7] 

. ICjt^T, CPU2 0 1a^WIK SYN_SENDfflW 
iiS^^f^^t^-'J ^^WiKOR^tCJcoTli, SYN_SEND©i 

[0 0 5 8] 

— x«v^©^at'H JK- hfxv ifc^T, CPU 

20 i<D^atg^tc#^§i^^/h$VA©T\ -j£i$H2:i:-ettfc<ffl?fc:^fr* 



1 3 



ffi!E#2 003-3027024 



#2 003 — 092415 

[0 0 5 9] 

u 2 o iA©t!5:Si!)5ri:^<, mMicnyv:*-* y<4 iixammomM 

[0 0 6 0] 

9 <D #£JB^T, 3>t^a-n0 0 SUSP's 

UT> 3>t:°iL-^200 ^^©JfigS&tfefclLTtj.fcV*. 
[0 0 6 1] 

[0 0 6 2] 

xf^^S 1 1 3~Xf-y^S 1 1 6JC^3*lS7T>T^^^r^>©^ 
[0 0 6 3] 

F P 1 0 0 &f!|fl?t*5£:#>lCn>fc?;i-# 2 0 0 |^©A- Ff^f^^ 2 0 4 <Z>|& 
7T>f^©-KS : ?«>S8SLffi« , tS^a^*StlS. MFP100 $:0r#i"S 

o otfny\£=L-*yj AsXlzmmi>T^ft^#im-V. yr^UVxh 24 iff 



1 4 



fflfiE4$ 2003-3027024 



#2003-092415 

[0 0 6 4] 

S\ — FfO^ 2 0 4 (DWsmF^J 7"±T*<Dffifc<DTJ V V h U #/ft£<Z>ffi«« 
JBV^T, ffi5t©SBflME«& «fc ySfcWIlCfgJfeLTfcV^TfcJ:^. M P F 1 0 

0 v a y * ^ %nff -r * bsk: ppjki^- *g>7t4 frt&iz & -mmzmmir 

[0 0 6 5] 

jfi^T, n^fcfa.-* 2 0 0 f*0>/\- Kr^^ 2 0 4 ©mj£©gE«1E*SlC^ 

4x5„ £-7 7 4 JWD-V-j XlZ-D^TmMLr& J:VN 0 

[0 0 6 6] 

3^T> XryT'S 1 1 4 "efltSKSflfc? T-f frfttefrV. 77>f;i/'J^h2 
4 1 ^c•^*4^TV^J&v^7T>f;l/^S><5^ : S^3S t; RI»r3 4^S Uf^Sl 15) 

h 2 4 1 {C-^^tlTVA-5#^T-r;^©^i^^^i:bic$tl^ 0 ^f^Sl 

1 4 X*mMZtlt=.&7 7>( ;i/Ot>fX^, 7 7^il/'JXh24 1 (C^tlTV^ 
# 7 t >f ;i/ <Z> "9- >f X i: ffi it m 3 *i T *» J: V % „ 

[0 0 6 7] 

ttMoffim. zfs 1 1 4 T?l^3tifc7T-f ^r-r;i/'J^h 

2 4 1 JC^**lTV\^V>7T-Y^/3^&-6*-& Uf>y7°S 1 1 5 : YE S) , 3 

m-tz^jEteyrJ /i/fcflWU 7.7-vy°s 1 1 6 (Drnmicmti, — *irv 
7sii4 -zmnznfcyyj jwD-t^xtfi* jiv 2 4 1 K^ttix 



ffilEff 2003-3027024 



#2 003-092415 

V^«-& (Xf>yyS 1 1 5 : NO) , Xf'^S 1 2 0 (D^M^mtio 
[0 0 6 8] 

;i<#2 2 6p*g/\|5gil$tiS U^y^S 116). 

[0 0 6 9] 

n>fcrrL-#?>f;i/*#=!>b?:x-# 2 0 0 rtcftAbfci^, ny£=L-Z 
[0 0 7 0] 

zlzlt, ny\±=L~* 2 o ote, &^&3 o o ^ifoDHHt^^g^fJ^-rs 

[0 0 7 1] 

■i )i » 3 > bf a - * ? >f ;u X IC jQ 0 U T f£j& $ tl 0 T*& S t ¥!1 0f "T £ ' £. # 
[0 0 7 2] 

**y(D#imic-D^xmm?z>o 

[0 0 7 3] 

>'J7h 2 4 2, mf P l o o Zfflffl'?£&ibizmmZftmz>&7°a 



fcfJ|iE4#2 003-3027024 



#2003-092415 
y^AO-K&^feK^LSaW-tS^a^J&Sti*. MF P 1 0 0 %fflWlr&tc 

I'JX h 2 4 2*«S83tS*l, IH'lt^n^o 
[0 0 7 4] 

tt> 3>t?rL-#200 fit'CPU2 0 1 iZ J:oT|gEllCjSS&3*lTV*S4K 

omfA2 1 otfm-tzmmzm^T. mmzmM&nx^zwimiz&z 

[0 0 7 5] 

(x^>y^"s lis). jMfcimcte, mmt>mMztit~&7u>f5&(D2 s ffi£. 

mm-fu^^A^mv * b 2 4 2 K:^**iTv>a#:7n^A<B£*fc£#Jfci&3 

[0 0 7 6] 

D^7AWJX h 2 4 2IC^*tltV^^^Dy5A*«fc5»^ (7.tV?S 
1 1 8 : YE S) , Z:©iHi^ny5AtI'J7, h 2 4 2 &C^£ tlT D 

^Sll 9©^Q.a^5itJ. — 2u X^yfS 1 1 7T?jgttA^fltSgS4xfcyDy^ 
ACD-T^T^, jli7 I D^AWJ^ h 2 4 2 *lT Vn&#-£ (Xr-V? 

S 1 1 8 : NO) , ^-r»y^S 1 2 0 ©^laiciitf. 
[0 0 7 7] 



2003-3027024 



#2003—0924 15 

) o 

[0 0 7 8] 

ziy\±=L-Z V4 Jixtfny¥=L-$ 2 0 0 rticftALfci^, =r>tr :x-# 

> ^ u-rs 0 

[0 0 7 9] 

:3>fcfzL-# 2 0 0 tt, ^^3 0 0&£tf>®^J&|£fi£»|Iir£ 

T*Tfc>*lfcV*„ #&C, 3>fcT :a.-# 2 0 0 #«¥«13 o o <Dm-W{bfofcftmz 
[0 0 8 0] 

n y tfzL - # t) >f & £ v^i n > tr^ - # ? icmm VTMfi 

mm-tz>z.£T*. $hm&3\zziy\±=L-z v 4 frizzy ¥ ;u;uc 
isss u tc ? u y ^ a & * amm •* Z> Z. £ tfi 7?S 3 o 

[0 0 8 1] 



1 8 



ffill# 2003-3027024 



4#2 003 -0 92415 

[0 0 8 2] 

mSCOXTyZfS 1 2 0 &C^£*iTVn£ J: e>ic n>tfrL~^ 2 o o^n>tf 
[0 0 8 3] 

a- K-rW*? 2 0 4 |^{cfa'ISS4^Tv^^lfmT ^ -^^cat5v^TWJ$tlSo 

[0 0 8 4] 

1 1 6) fcHfrl/fc&lC ^ifr^D^A^«U3f-V> Ufy^S 1 1 7 
[0 0 8 5] 

_hi£L£MT*«, jjf-h^xy* Uf*;7"S 1 0 4~^f>y^S 1 0 
6, fc^tf^-ry^S 1 1 0~Xf>^S 112), fc^tf/tfete^y 
xy# Uff^S10 7~Xf»;^S10 9) lC<fcoT, n>lfa-^200 

^2±W&**vyv>$mi$. r\*y h^-xy ^©«iatcjt^TCPU2 o i 
7u#^kw&***y<»&M*fei%mz.fto znzmmvT, cpu2oi^ 

MF P 1 0 0 ^WT^I^CD^SIg^^^^^/J^ < bTV%So 
[0 0 8 6] 

L#*bfc#e>, jK-h*-xy#, h 9 HM&tikl^ V y 4 



mWft 2003-3027024 



#2003-092415 

ny\£=L-z 2 o o X(D 3 y tfa - # ;i/XCD^£#0J! £ mzt^^tcM 

-s-jc 7t4 jix*vy<DMn&£tf/£fcteM^7uy5^^**vyuft 

(Df&mZfto ri:^T't5o n>ifx-# ^;i/*<M^#0J3£;Wc 

[0 0 8 7] 

J2*±tf)i&fiB-e^ wstiibt, mf p i o o ^un-t^t^^^y^^-- 

[0 0 8 8] 

\ ny^=L-^m^M i )^m^mmmmzmm^nr^-fu^^^t. mm, a- 

[0 0 8 9] 

#T* § -5 d £ 1*9! £> ^T'feS. 
[0 0 9 0] 

[0 0 9 1 ] 



2 0 



miiE#2 003-3027024 



#2003-0924 1 5 

[0 0 9 2] 

i izmmo)mm^u^^^ a 

[0 0 9 3] 

[#fH3] fffSB#^©^^- HTTPf-A'AMtS^Cffl 
[0 0 9 4] 

^tis^- h&^v&zzt zmmt-tzmzz izmnnmw^u ?^a 0 

[0 0 9 5] 

[#13 5] trmmm<z>mmitm.®>-*2>^mr'\z. iisw^&iib 
£ ti <s> 3 i: mm t -r s 1 Kmrnvpym u v 5 a „ 

[0 0 9 6] 
[0 0 9 7] 

#i a 5 * & »#sa 6 ic 8B4fi <o mm -f n y 5 a . 

[0 0 9 8] 

[#IB8] ftiRS#/1>ry h^Mtfell^bt, ilMW>yb© 
S£f5tC#oT£C£ S YN_S END^-Hl!lT«ltV^ira$ 

[#fB9] iif3B#)t HTTPt-AASftSl^lCffi 
v^4x£jJ<- i:$r#^i:f S#fB6{c|a^©0J^^n^^Ac 

[0 0 9 9] 

2 1 ffi$E# 2003-3027024 



#2003-092415 

[0 10 0] 

jc^ y bn^^ts r * htsiM i tcia«© mn-fu >r?&. 

[0101] 

[#ffll 2] t&ffi»«©i(«&E***3MHT?tt* 
[0 10 2] 

[#1B13] B&fHMcDM-S^^mi-^^JiRT^i, 
>ry h<BSH§lC#oT£&<S SYN_SEND^-^lT^btVA§|S(MII 
[0 10 3] 

[0 10 4] 

[#1215] frffBW^fi^ ST^lX-S^ y^t/TsT-^m^Th^t^tcn 

#$t£:1-£#sai 4 jcffitR^MfflJ^ny^^. 

[0 10 5] 

[#IB16] 75Mlt^«4 > *fett#«B173rM#flBl 5©V^*i 

o 

[0 10 6] 

[#sbi7] Bfria^m#mtt, «»©^ass*^©jiMoiBSS:Kmi-*^ 



2 2 miiE# 2003-3027024 



#2 003-092415 

[0 10 7] 
[0 10 8] 

[0 10 9] 

wis 20] mmm.m^mt, hzm&mm&t~>)izmmLfc.mz& 

[0 110] 

[#132 1] Bfftamm#IS^ #SO^-hf^5:*o;^7l>$:*a 
^KfefeU{C^Lfe^5:^m-t^r^$:#^^-r^#fa2 0 Cfa*0fM§gg 

o 

[0 111] 

[#iB2 2] mmn^mz. mmm^^^vh^mmLt^mm^m.mr^ 

[0 112] 

[#iH2 3] mxm^mz. ^(D^^-h^^^-Dmmm^^^y 

[0 113] 
[0 1 14] 

0-5 S YN_S END^-^Mtrl§*LT^Si5C$:Km-rS3i:$:#^ti:1-^« 



tBffE4# 2 003-3027024 



#2003-092415 

[0 115] 

izmm<Dummm.o 

[0 116] 

>lfa-^tfeoT, tffiSH^^iSg^ |si-<Z>lt#:|*I&ci*ng£ 4xS ^ £ 

[0 117] 

^ -r * r £ & #^ 1. 1 h mmnm. 

[0 118] 

W £ £ r £ £ -5 WW^" P 75 A £ J: tMsUfPigfi Z> 

£ ti t v ^ & ^ s tc m b ^ n > if 3. - # ? 4 )i * M mm m & m ? & m m n y ^ a 

£ J: ft I W^fi SSI«t*iii^8*. 

[® i ] *$%w<z>-mM]&niz&2>fflfflmn£ LT<D^y¥=L-*&mm 

[02] Ell ic^$ti-5=i>t: 0 zi-^©#fig$:^-ryn -y^Ef&S. 
[0 3] Ell &C^£*l£ =1 >bf ftOD^n ^7^S<fctf77^ ;b©flS 

^&«E^^itc^-r^n y *0-e&£„ 

[04 ] 01 JC^StlS3>fcT3.-*©«LaiK:oV^TSi^f Zfe&KDtJ 



miiE# 2003-3027024 



#2003—092415 



[0 5] 04 lZ%tm-tZ>7U-?-V- hT?*«. 

[*&#tf>M!] 



1 0 


0 • 


■•MF P. 


2 0 


0 • 




2 0 


1 • 


-CPU, 


2 0 


2 • 


••ROM, 


2 0 


3 • 


-RAM, 


2 0 


4 • 


F-r-f JX^, 


2 0 


5 • 




2 0 


6 • 




2 1 


0 - 




2 2 


0 • 




2 2 


1 • 




2 2 


2 • 




2 2 


3 • 




2 2 


4 • 




2 2 


5 • 




2 3 


0 • 




2 4 


0 • 




2 4 


1 • 




2 4 


2 • 




3 0 


0 • 




4 0 


0 • 


-77^7> h. 


5 0 


0 • 


••^-^Ok 


6 0 


0 • 





ffiIE# 2003-3027024 



#2003-092415 



[01] 



400 



"7" 

600 



100 

200 J 300 
zj— — 'A 



7" 

500 



[02] 



200 



20 1 



202 



203 



CPU 



ROM 



RAM 



204 



205 



206 



207 



2003-3027024 



#2 003-092415 



[H3] 
204 



2 1 0 



230 



220 221 



222 



a — ^- 


=\ 








■7T<()\> 






























^ 



223 
225 



224 
240 









■7T<()\> 




















^ 



24 1 



226 



242 



2 



003-3027024 



#2003-0924 1 5 



[04] 




YES 




S 1 03 



NO 



S 1 04 


YES 






h tm 1 tmzim 


S 1 05 






SYN. 


_SEND»$Sm 



SI 06^^ NO 
SYN_SEND» 

>SfnHHii? 




NO 



S 1 1 1 



SYN_SEND»*S« 



S 1 1 2^ \^ NO 
SYN_SEND» 

YES 



6 



3 



ffi|iE# 2003-3027024 



#2003—0924 15 



[05] 



S 1 1 3 




S 1 14 I ~ 



S 1 1 




NO 



S 1 1 6 



S 1 1 7 



S 1 1 8^gft7P^ 



NO 



S 1 1 9 



YES 



7p ^w^tzomm 



S120 * 



GED 



4 



ffill# 2003-3027024 



#2 003-092415 



[06] 



Warning!! 

An illegal request was detected. 

This device might be infected with the virus. 

Please contact customer service. 

9999-9999-9999 



5 



ffiil# 2003-3027024 



~<f# 2003 — 092415 



[gift] 

[fi¥&^l£] MFP 1 0 0 ^mW-tZ^y^*--* 2 0 OWU H>tl 0 rL- 



ffiHft 2003-3027024 



#2003—0924 15 



ffi I A S I tt 



WM^^ (0 0 0 0 0 6 0 7 9] 



1. fl^H 1 9 9 4^ 7^200 



i 



ffiH#2 003-3027024 



